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1. %’agaﬁ"’s‘lﬂ (General Information)

Haveau : Tawgruranausauas Seninguasiysil
FTETIANITNARDU: 12 WOBAIAN 2569 — 15 WOEAIAN 2569
Vugnagau: NgUN15UTEAUENSAENTT 15INEIUIANBUNALAS
Fuiloensneu: 15 wauaAu 2569

UsZLANLeN&Ns: auuIn
2. unasudmIUgUINIS (Executive Summary)
2.1 IngUsEafn1Vagay

N13R5219d0U 91T (Vulnerability Assessment Scan) Lagn1SNA@DULINETEUY
(Penetration Testing) Lt alvinsufennuLdes 9ageu LazseduauguLss niousuiiouay
fnfun1sdanisaudsaiinuldeganunzay wazenseauanudunslaondenasleiuesly
genadostuinaeinsUsediunssnwanuiunsUasnselsues (CTAM+: Cybersecurity Technical
Assessment Matrix Plus)
2.2 YBUWANISNATDU
seuuilane: Vuled 7 URL : https://www.dmdhospital.go.th
%29 IP Address: 103.246.18.14 Port: [80,443]
fasnfin: fdedrdadunal mvageurizszuudunsUssiurulasnfevesszuu o $ranad
¥msvadeuwiniu

2.3 wsasdaniglun1snagdau

wsasile (tool) 959U (version)
Zed Attack Proxy (ZAP) 2.17.0
Kali Linux 2026.1

2.4 nMsUsziulagsau
CVSS (Common Vulnerability Scoring System) Ingsanazuuu CVSS v3.x dsldasuuu

Aaue 0.0 fis 10.0 1eTATEAUAINNTULIIVBIYDIL



anga (Critical) / &9 (High) / / Audeni (Low)

s:AUAWSULSD dooA:uuu Masue
(Severity Level) (CVSS Score Range) (Description)

90 - 100 rpswdbolm'd o:tRRToudlasuandintvs:augquas:uy Tugos:uuta:nsahdvdoyantnudiinigo
Boo:donans:nuiwusodoovdAns Bovlnsis:y3ulu CRITICAL (3nqd) nosworsandiudumsuiluniur

High

70 - 89 msigsooln3d rikansahtiodoyafioyasmgold agholsficw Ddarhruaidovduuathofdavtiulumuidauly

(ED)] wiatkmisToudius:auanududodavlndinard aosidsumswosanudivlifdongo
Medium 40-69 mstdday[nﬁ owduagivlosumeuannaidouludua fihiden wWu msdovldsuanétdrousvo:loudidduso
(Gunaw) domatdillubumduncwlasasiss:dudiunao aosldsumsworsanudlulfdongariiiohila
01-139 dapln:ﬂus:dudmnouans:nuciomsdnuuqsnouaoaoﬁnsdaomnn1s?8z$aotn:>'dona‘1>lourbludna:damzhﬁos:uutu
1A%V (local) nSowhtiomomemw (physical system access) nosidsumswoisanuniiv
OWASP Top 10 (2021)

OWASP Top 10 (2021) AUTULIY AU AIUTULLIN I1UU
A01 Broken Access Control Medium 1
A02 Cryptographic Failures
A03 Injection
AO04 Insecure Design
AO05 Security Misconfiguration Medium 2

A06 Vulnerable and Outdated Components _

A07 Identification and Authentication Failures

A08 Software and Data Integrity Failures Medium 1

AQ9 Security Logging and Monitoring Failures

A10 Server-Side Request Forgery (SSRF)




3. a;ﬂs&adwjﬁwu (Vulnerability Summary)

ZAP.,
Checkmarx penetration Test Report of

Donmoddeang Hospital

Site: https://[dmdhospital.go.th
Generated on Tue, 19 May 2026 12:59:26

ZAP Version: 2.17.0
ZAP by Checkmarx

Summary of Alerts

Risk Level Number of Alerts

1
4

Alerts
N
Vulnerable JS Library 1
Absence of Anti-CSRF Tokens Systemic
Content Security Policy (CSP) Header Not Set Systemic
Missing Anti-clickjacking Header Systemic

Sub Resource Integrity Attribute Missing Systemic




4. d9lnddrAgyuazansznu (Critical Findings & Business Impact)
4.1 Vulnerable JS Library
FTAUAUTULIS (Severity): .

ANB5UNY

FoddwiiliAnannislilauss JavaScript vesyamaiiauiidratouasiinenudounnsosiu
araaends nnmszydanuindulausdde "Swiper' nediu 8.4.5 Fugndenlinuriuudndu
Elementor Tusguu WordPress (a1 URL 28sla swiper.min.js ﬁﬂi’mg) \Sesile Retirejs n579
wuhlidnestulnsatugudoyadedind (CVE/GHSA) Tignilinmeesnuiund: Judadoulinsiui

syuumMasianansuanbivasnse

Vulnerable J§ Library
URL: hitps; gothmp min js7ver=8.4.5
Risk: R High
Confidence: Medium
Parameter
Attack
Evidence:  * Swiper 8.4.5
CWEID: 1395
WASC ID
Source:  Passive (10003 - Vulnerable JS Library (Powered by Retire Js))
Input Vector
Description
The identified library appears to be wuinerable

Gther Info:

The identified library swiper, version 8.4.5 s vulnerable

CVE-2026-27212

hitps:ifgithub. hmx5-qpq5-p643

Solution:
Upgrade to the latest version of the affected library.

Reference:
hitps:ilowasp.oraTop10/AD6_2021-Vulnerable_and_Outdated_Components]

A 2 wannansvaaeuteslnd Vulnerable JS Library
NANSZNU
n5ldaulausn3 JavaScript Afiveslnisinilugaadesilslaaieust (Client-side
attacks) lngianignislaufuseian Cross-Site Scripting (XSS) mnilainisdanunsalduseleviain

Unlu Swiper asduilla winlw1e19a1uisasuansUddunssuluTIwesvas Nk suvy

o w

Auled dso19thlugnisuluedeyawadu (Session Hijacking) n1suaenaislitldnsandeyadidny

o

= i v & v & o o g v ¢ = oA
wsansasuniiulugsivleddunse viliiuledayideninuiieis
WIS LY
sruulauuziILUININTnSIgaTidnfe "Upgrade to the latest version of the affected

library" (§Usnsaduneituaign) dwsunsdil Weswinlvduainuandu Elementor 57aande

A 14

wazfnanmaniIsilung dUnUandu Elementor Tuszuundstinuwes WordPress Tiiduiiasdu

q

a1gn Faimunuandudnazdumnlausisntglulivaeasdeuds ndindunnnismeaeuntniudn

9

o '
v A

ATWNDATIVFUINNTHANINATIYINUlaUNFLas Tz lswaainnsiasuna sty
A153MUNAMULEBS (Vulnerability classifications)

CWE-1395: (Dependency on Vulnerable Third-Party)



4.2 Absence of Anti-CSRF Tokens

FTAUAIUTULTS (Severity): Medium
AN95U1Y

Yosluitifio Absence of Anti-CSRF Tokens w3an1siuuumesuiudeyalsifissuuiiosiunis
ToufLuu CSRF (Cross-Site Request Forgery) mslaudiussianiinensitusninedadsdsiasnans
Fuan defld (fdendudiszuuiiveguda) wasluadn lwniwesazdamdslududsnieslae

Falull@ v i LAnn 19108 suutastoyansedaedulned o 14101 0 slanseviies

Absence of Anti-CSRF Tokens|

URL: hitps:/idmdhospital. go.ih/2page_id=1134
Risk: 4 Medium

Confidence: Low

aaaaaaaaa

Attac
<form id="wpforms-form-1177" class="wpf ligate wpforms-form wpf jaxform” data-formid="1177" method="post" enctype="multipartform-data” action="17page_id=1184" data-token="e6260 00" data-token-time="17791
Evidence:
55468
CWEID: 352
WASCID: 9
Source:  Passive (10202 - Absence of Anti-GSRF Takens)
Input Vector:
Description:
No Anti-CSRF tokens were found in a HTML submission form
A cross-site requestforgery is an attack that involves forcing a victim to send an HTTP requestto atarget destination without their knowledge or intent in order to perform an aclion as the victim. The underlying ¢ application functionality using predictable URLform

actions in a repeatable way. Tne nature of the anack is mat CSRF exploits the trust that a wen site has for a user. By contrast, cross-site s:mpnng (XSS) exploits the trustthat a usernas foraweb swe Like XSS, CSRF ana:ks are not necessarily cross-site, but they can be.
Other Info:

No known Anti-CSRF token [anticsi, CSRFToken, Token, . authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csif_token, _csif, _csrfSecret, __csr_magic, CSRF, _token, _csif_token, _csrfToken] was found in the following
HTNIL form: [Form 2: “page_ir "page_ltle” "page_urr“url_referer“wpforms-1177-field_1" “wpforms-1177-field_2" “wpforms-1177-field_4" "wpforms-1177-field_§™“wplorms{ia}" “wpforms[posL_icT ]

Solution:

Phase: Architecture and Design

Use a vetted library or ramework that does not allow this weakness to occur or provides constructs that make this weakness easier to avoid
For example, use ant-CSRF packages such as the OWASP CSRFGUard.

Reference:

htips/icheatsheetseries.owasp.org/ch eatsheels/Cross-Site_Request_Forgery_Prevention_Cheal_Sheethim|
https Jicwe mitre org/dataidefinitions/352 html

AR 3 uansHanIIAge ULl Absence of Anti-CSRF Tokens

LUINIIN1SHALY (Solution)

wannsunbuAenewiladnsyuuiinisasnauazdadn Token wuuds (Anti-CSRF Token) 91

I
[

AsInTin1sdaesy Weduduimvetuinanuimesuases Wlideivasu dmsulunmidunisly
Uandu WPForms Uy WordPress wugiiibinsinaeuivandusummdunestuagauds wazlade

T61uiliaes Anti-Spam 5o Token Yasiuluntinisimvesinvanduegragniesnsy
A153UUNAMULEBS (Vulnerability classifications)

CWE-352: Cross-Site Request Forgery (CSRF)



4.3 Content Security Policy (CSP) Header Not Set

FTAUAIUTULTS (Severity): Medium
AB5U"Y

desluriilfie Content Security Policy (CSP) Header Not Set wsan1siiiud@svineslals
mmuauleuispulasaievesien (CSP) 1ludiu HTTP Header &3 CSP 13uiaiiou "Ueyd
aug R’ (Whitelist) fivoniusiwesinivlvddoygalmlnasmsne1ns (wu JavaScript, CSS,

L)

sUn ) Mnumadtalatng ieldladsandnild winiweshazeugslisuldnannnuvaddaey3ens

Content Security Policy (CSP) Header Not Se|

URL: https://dmdhos pital.go thisitemapxmi
Risk 18 Medium
Confidence:  High
Parameter
Attack
Evidence:
CWE ID; 693
WASC ID: 15
Source: Passive (10038 - Content Security Policy (CSP) Header Not Set)
Alert Reference: 10035-1
Input Vector
Description:

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain types of atta
malware. CSP provides a set of standard HTTP headers that allow website owners to declare approved sourcs
such as Java applets, ActiveX, audio and video files.

Other Info

cks, including Cross Site Scripting (XSS) and data injection attacks. These afiacks are used for everything from data theftto site defacement or distribution of
d sources of content that browsers should be allowed to load on that page — covered types are JavaScript, CSS, HTHL frames, fonts, images and embeddable objects

Solutien

Ensure that your web server, application server, load balancer, etc. is configured o set the Content-Security-Policy header.

Reference,

hitps:/ideveloper.mozilla.orglen-US/docsWeb/HTTPiGuides/CSP
hitps:licheatsheetseries. owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheethiml
hitps:liwww.w3.org TRICSPY

A 4 uansnansageuteslnd Content Security Policy (CSP) Header Not Set

LUINIINSHALY (Solution)

WnsudlvAeneererfmiu@snnes (Wu Apache, Nginx) v3aruunluilslAnvediey

wantu Welvider Content-Security-Policy ndulunsauiunisneunduynasa laemisimuangli
SNy Wy sugwlilvanaasufanlawuyedsmgIuIanuNaLAgeavinuL (default-src 'self)
nallmsnageumslitauegsazideandanenn wWisliliudennsyvhauvesuandurseneudnieuen

<

Naudusosld
N153MUNAMULEES (Vulnerability classifications)

CWE-693: Protection Mechanism Failure



4.4 Missing Anti-clickjacking Header

FTAUAIUTULTS (Severity): Medium
AB5U"Y

Fedlwiaenisviamssartestunislaufiuuy Clickjacking (n3dnasunan) MULINTFIY
ANuUUaeniy URSHINEIAISES HTTP Header 8819 X-Frame-Options %38 Content-Security-
Policy (CSP) ileuaniusnimeiiulsddoygnelsiluuanmatousglunsey (frame) vaadiulsd
Buldvdold mafiszuulaifimadiendnd uansiwiduredsmeiuaansagnivluaseunie

wanIRavUlawudulalnedase

Missing Anticlickjacking Header|

URL: htips:/idmdhospital.ge.th
Risk [P wedium
Confidence:  Medium
Parameter  x-frame-options
Attack
Evidence:
CWE ID: 1021
WASCID: 15
Source: Passive (10020 - Anti-clickjacking Header)
Alert Reference: 10020-1
Input Vector
Description

The response does not protect against ClickJacking’ altacks. It should include either Content-Security-Palicy with Trame-ancestors’ directive or X-Frame-Options.

Other Info:

Solution
Hodem Web brows ers support the Content-Security-Palicy and X-Frame-Options HTTP headers. Ensure one of them is set on all web pages retumed by your siteiapp.

If you expect the page to be framed only by pages on your server (2.0. its part of a FRAMESET) then you'll want to use SAMEORIGIN, otherwise if you never expect the page to be framed, you should use DENY. Alternatively consider implementing Content Security Policy's
“rame-ancestors” directive

Reference
hitps://developer. mozilla.orglen-US/docs/Web/HTTP/ReferenceiHeadersix-Frame-Options

AT 5 LEAINANITNAADUTDILI Missing Anti-clickjacking Header
uuIen1suily (Solution)

FFuAlvAan1sususAduEsNnesSids Header Yasrundunaus nsaiunsadanld X-

Frame-Options uafunuaatlu SAMEORIGIN (iieliuaniwalu iframe Tetamgwiniufiunain

[ I
Y A w1

ToLuufen g Msesarndu DENY (Auwkandnaly iframe wWaui9) uonaini wugin iy
wmsgulmingangunithe Content-Security-Policy Wiauszyn1siiwas frame-ancestors tive

IAnansIAsanuE Ay
A15UUNANNLEBY (Vulnerability classifications)

CWE-1021: Improper Restriction of Rendered Ul Layers or Frames



4.5 Sub Resource Integrity Attribute Missing

FTAUAIUTULTS (Severity): Medium

A1B5U"Y

Podlmitiinduilioivldiinisisiidanius JavaScript) vaealnadn (CSS) n@snies
Aeuen (WW CON) anldeu ualdlauuuaswaues (Hash) iukenn3tadfiisendn integrity

(Subresource Integrity - SRI) vilusiwesliamisansivaeulanlangndsnan@snies

Y

S v v a v a a | o oa Y] ] = |
meuoniululidduatuiigniesasa wisegnilinisiueudnudauiluseninammield

Sub Resource Integrity Attribute Missing|
URL: hitps:fidmdhospital. go.h
Risk [ medium
Confidence: High
aaaaaaaaa
Attac
Evidence:  <link rel='stylesheet id=colormag_google_fonts-css’ href=hitps:font comicss
CWEID: 345
WASCID: 15
Source:  Passive (90003 - Sub Resource Integrty Atiribute Missing)
Input Vector:
Description

pt3634400%2C600%7COpen+Sans%3A4008#038 ver=4.1.2 type=texticss’ media="all />
The integrity attribute is missing on a script or link tag served by an exernal server. The integrity tag prevents an attacker who have gained access to this server from injecting a malicious content.

Other Info:

Solution;

Provide avalid integrily atiribute to the tag.

Reference:

hitps:lideveloper. mozilla.orglen-USidocs MWe biSe curityiSubres ource_Integrity

AN 5 LAAINANITNAADUYDILWI Sub Resource Integrity Attribute Missing

LUINIIN1SHALY (Solution)

BuAlumumsgufensiiunennitod integrity (szymusvvasivlafuatiu) way
crossorigin="anonymous" Wrluluuiin <script> u3e <link> Aidenldlwdneuen egalsfany
dmsuuinmsilwdimsaidmiuutlaunfinegiauoasn Google Fonts (Mufiusinglunin) nsda
A1 SRl orahldennuagyiliouslaiuansua Biaonsouazdiduniilunsdifonisaiinanlud

WousuAvazSenldnuan@sninesvesduled (Self-hosted) Tnensansu
N153MUNAMULEES (Vulnerability classifications)

CWE-345: Insufficient Verification of Data Authenticity



AMANUIN

wsasdiafilFlunsmagau (Testing Tools)

Zed Attack Proxy (ZAP): Wuirdesile AldSunnudeauazifuiiidnegianiiawindy
vijf\Jemnsiuaiuiunsasadomdlsiues Inelannzegisdslusuns neaeunisinzszuuliv
waUnaLadu (Web Application Penetration Testing) wagni1susziiutesluniveaivled (Web
Vulnerability Assessment)

Kali Linux: AeszuudfuAnis (OS) wuu Open-source Mfiausiaganinain Debian lag
QﬂaamwumLﬁ'amﬂ%’muﬁm Cybersecurity Tangianig lai1azidunisnaasuiangszuy
(Penetration Testing), N13A51980UANUUADANY (Security Auditing) ®30N1SUAINYIAIEATNG
ARUNIMBS (Computer Forensics)

ULV EL R DEITRL

93ln3 (Vulnerability): Aognsouluszuuiiansnsagnlanils

nslaud (Attack): ANuneneslunsirdwmseriangseuulaglalasueaugn

Man-in-the-Middle (MITM): \funnslaudfilainisfunsndlontlegseninanis
doansvesansie iesnila uily videvluedeyaiidsiy

Multi-Factor Authentication: svuunsuduimuildvarsdade

Black Box Testing: m3naaeulasiifnaaeulsifideyaferivszuuias
Grey Box Testing: m3nnaeulneiiimaaeuldiudeyauisdrnuieaiuszuy
White Box Testing: nsvnaaulasfifnasouldsudoyaiamunifeiuszy

Common Vulnerabilities and Exposures (CVE): Yadlwiuazanuidesinuves oy
flugtuud CVE fe sensansisuefinusiuuardavmang dedlvidiuauiunsasadoves
AeufilAei 7 gnidatneseatsisne lidrazidudesluilurenduas s19auas 1Suuas nie
SEUUUHUANNS

Common Weakness Enumeration (CWE): iwmimmgmmﬂaﬁmmmLLazf\TWLLuﬂ
UszLamues "9ngeu” (Weaknesses) luandiafuazansauad tnefidvmemeidunwideasuli
Infaunuazifornasunudasadelideansiu

Web Application Firewall (WAF): 1uszuutiesiunnasnsofioonuuuniamziile

Untaadunaunaiady
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