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Usziiulomariaziineandes 1 2 3 4 5
(Probability) Aann i Uruna G 331N
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mMfuuazUszifiuaanandes (Risks Identification and Risks Assessment)
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TMI Vulnerabilities Assessment

IT Components Probability Impact (1) Risk SZAUAN
() P x1) o

1. IT - System Hardware

1.1 Servers and Main Switches | 1 2 3 4 5|1 2 3 4 5 1 #

Crash or Failure

1.2 Network Switches Crashor | 1 2 3 4 5|1 2 3 4 5 1 #1
Failure
1.3 Workstations and Printers 1 2 3 4 5|1 2 3 45 1 i
Failure

2. T - System Software

2.1 Operating System Failure 1 2 3 4 511 2 3 45 1 #

3. IT- Application

3.1 Front Offices 1 2 3 4 51234 5| 1 i

3.2 Back Offices 1 2 3 4 5|1 2 3 45 1 #




IT Components Probability Impact (1) Risk SZAUAINY
P P x1) \deg

4.1 Intranet 1 2 3 4 5|1 2

4.2 Internet 1 2 3 4 5|1 2

5.1 Backup Error 1 2 3 4 5|1 2

5.2 Data Loss Error 1 2 3 4 5|1 2

6.1 Data Backup 1 2 3 4 5|1 2

6.2 Data Protection Policyand | 1 2 3 4 5|1 2

Regulations

6.3 PDPA Implementation 1 2 3 4 5|1 2
7.1 No Data Dictionary 1 2 3 4 5|1 2
7.2 No System Blueprint 1 2 3 4 5|1 2

7.3 No Program Documentor |1 2 3 4 5|1 2

Comments

8.1 Vendor Stop Support 1 2 3 4 5|1 2

9.1 IT- Hacking Unauthorized 1 2 3 4 5|1 2

Intrusions

10.1 Flooding -Internal 1 2 3 4 5|1 2
10.2 Flooding External 1 2 3 4 5|1 2
10.3 Fire — Internal 1 2 3 4 5|1 2
10.4 Fire — External 1 2 3 4 5|1 2
10.5 Utilities - Electricity 1 2 3 4 5|1 2
10.6 Criminal — Theft 1 2 3 4 5|1 2
10.7 Criminal - Break — ins 1 2 3 4 5|1 2




IT Components Probability Impact (I) Risk | szAuA1Y
(P) P x1) e

10.8 Civil Unrest — Protest, 1 2 3 4 5|1 2 3 45 1 fin

Mob

11. Patient Risk due to IT Error/Misuse

11.1 Patient Risk due to IT 1 2 3 4 5|1 2345 4 U1unang

Error/Misuse

[
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Risk Value Probability
Very | Low | Medium | High | Very
Low High
1 2 3 a4 5
10-16
Impact | Very High | 5 5 10 15
Urunang
High il il 8 12
4-9
Medium 3 3 6 9 3
M1
Low 2 2 il 6 8 10
1-3
Very Low | 1 1 2 3 4 5
Risk Value Probability
Very Low Medium High Very
Low High
1 2 3 a4 5
Impact Very High 5
High 4
Medium 3
Low 2 11.1
Very Low 1 1.1 7.1
1.2 7.2
1.3 7.3
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ANULEER(1-3) ANUdBIUNa1Y | ALLEENEa(10-16)
(4-9)
1.1 Servers and Main 11.1 Patient Risk due

Switches Crash or Failure | to IT Error/Misuse

1.2 Network Switches

Crash or Failure

1.3 Workstations and

Printers Failure

2.1 Operating System

Failure

3.1 Front Offices

3.2 Back Offices

4.1 Intranet

4.2 Internet

5.1 Backup Error

5.2 Data Loss Error

6.1 Data Backup

6.2 Data Protection Policy

and Regulations

6.3 PDPA Implementation




B (1-3) AnudssUIunans mmﬁmqq(lo-w)
4-9)

7.1 No Data Dictionary

7.2 No System Blueprint

7.3 No Program

Document or Comments

8.1 Vendor Stop Support

9.1 IT- Hacking

Unauthorized Intrusions

10.1 Flooding —Internal

10.2 Flooding External

10.3 Fire - Internal

10.4 Fire — External

10.5 Utilities — Electricity

10.6 Criminal - Theft

10.7 Criminal - Break — ins

10.8 Civil Unrest —

Protest, Mob
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11.1 Patient Risk due t
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7.1 No Data Dictionary

Javitenans Data

Dictionary
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7.2 No System Blueprint
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7.3 No Program Document or Comments

JavienaisVersion
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code comment
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Failure
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mqmﬁjaqﬁq 1.1 Servers and Main Switches Crash or

1.2 Network Switches Crash or Failure

1.3 Workstations and Printers Failure

2.1 Operating System Failure

3.1 Front Offices

3.2 Back Offices

4.1 Intranet
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4.2 Internet

5.1 Backup Error

5.2 Data Loss Error

6.1 Data Backup

6.2 Data Protection Policy and Regulations

6.3 PDPA Implementation

AMULABIR(1-3)

7.1 No Data Dictionary

7.2 No System Blueprint

7.3 No Program Document or Comments

8.1 Vendor Stop Support
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9.1 IT- Hacking Unauthorized Intrusions
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10.1 Flooding —Internal
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10.2 Flooding External
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10.3 Fire - Internal
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10.4 Fire — External
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10.5 Utilities — Electricity
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10.6 Criminal — Theft
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10.7 Criminal - Break - ins
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10.8 Civil Unrest — Protest, Mob
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